Security Management

Symantec Enterprise Security Manager™

Comprehensive Policy and Compliance Management

The complexity of today’s heterogeneous, multi-tiered enterprise makes it a major challenge to
create, measure, and comply with policies that meet regulatory guidelines while securing the
confidentiality, integrity, and availability of corporate assets. Symantec Enterprise Security Manager
is a comprehensive policy compliance solution that provides centralized, automated, and
comprehensive security analysis of organizations’ critical business applications and operating
systems. It enables, companies of all sizes to effectively manage business risks by identifying threats
and measuring compliance to network security practices, while reducing administration costs and
increasing productivity.

Comprehensive multi-platform solution

Symantec Enterprise Security Manager automatically evaluates critical business delivery systems
including servers, applications, networks and security controls to ensure that they are configured
and being used in accordance with established policies. It also finds and reports on unpatched
vulnerabilities that could be maliciously exploited. Symantec Enterprise Security Manager, performs
more than 2,000 security checks automatically, across Windows, UNIX, AS/400, NetWare, and VMS
systems. By using Symantec Enterprise Security Manager to ensure that systems are compliant with
stringent usage standards and that unpatched vulnerabilities are discovered contained and fixed
promptly, companies can avoid many costly security problems.

Integrated assessment

The integrated components of the Symantec Security Management System (SSMS) can correlate
policy compliance data collected by Symantec Enterprise Security Manager with security event data
from a multitude of other security sources, including antivirus products, firewalls, intrusion detection
systems, and vulnerability assessment products.

New features in this release

ENHANCED OPERATING SYSTEM SUPPORT Console, Manager, and Agent support for Windows
Server 2003, and Agent support for IBM iSeries AS/400.

NATIVE WEB SERVER AND DATABASE SUPPORT Oracle and IBM DB2 relational databases, and
Microsoft Internet Information Services, SunONE (previously known as iPlanet), and Apache web
servers. These tightly integrated security controls allow organizations to extend security policies into
mission-critical web and database applications, and to automate security assessments using
existing Symantec Enterprise Security Manager agents.
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KEY POINTS

Monitors compliance with
a wide range of policies
and regulations all from a
single console

Finds and reports on unpatched
security vulnerabilities

Integrates with other components
of the Symantec Security
Management System, enabling
the correlation of event data from
antivirus programs, firewalls,
intrusion detection systems, and
other security products

Tracks and analyzes security
configuration settings across
Windows, UNIX, NetWare,
0S/400 and VMS

Includes native support for
Microsoft Internet Information
Services, SUNONE, and Apache
web servers, and Oracle and
IBM DB2 database platforms

Performs more than 2,000
security checks automatically,
across Windows, UNIX, AS/400,
NetWare, and VMS systems

Automated 7x24 scheduler
makes routine security
audits easy

Centralized console allows
administrators to view security
audits data from up to 10,000
systems for a fast, thorough
analysis of enterprise security

Delivers compliance updates,
security updates, and system
patches via LiveUpdate™
technology from Symantec™
Security Response, the world’s
leading Internet security research
and support organization



Symantec ENTERPRISE SECURITY MANAGER

ENHANCED STANDARDS SUPPORT Preconfigured security controls
for compliance with important industry and governmental security
policies. Supported policies include the ISO/IEC 17799 best practice
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Security Policies
* 18017799

* HIPAA
* NERC
* FISMA
* SANS/FBI
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policy, the Health Information Portability and Accountability Act
(HIPAA), North American Electric Reliability Council (NERC), the
SANS/FBI Top 20 list of the most commonly exploited Internet o or i S

vulnerabilities, Federal Information Security Management Act (FISMA)
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and the Center for Internet Security (CIS) security policies for operating
system security

ENHANCED SSMS SUPPORT Transition and integration tools for
Symantec’s Enterprise Security Architecture (SESA). Integration into
the Symantec Security Management System (SSMS) and its com-

ESM for UNIXWindows
NetWare/viis/As400
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Symantec Enterprise Security Manager defines policy online in a

database and automatically measures compliance across the

ponents (such as Symantec™ Incident Manager) means that audit data
from Symantec Enterprise Security Manager can be stored in a central
repository and correlated with events from other security sources.

Backed by Symantec Security Response

To provide current, around-the-clock protection, Symantec Enterprise Security Manager is backed
by Symantec Security Response. At Symantec Security Response, the industry’s largest team of
experts works to identify and neutralize viruses before they can enter the network and spread across
the enterprise. Symantec Security Response provides swift, global response to virus outbreaks and
proactive research on future threats.

For more information about Symantec Enterprise Security Manager, visit
http://enterprisesecurity.symantec.com

SECURITY MANAGEMENT TECHNOLOGY IS A KEY COMPONENT OF SYMANTEC ENTERPRISE SECURITY. SYMANTEC ENTERPRISE
SECURITY COMBINES WORLD-CLASS TECHNOLOGIES, COMPREHENSIVE SERVICES, AND GLOBAL EMERGENCY RESPONSE TEAMS
TO HELP BUSINESSES RUN SECURELY AND WITH CONFIDENCE.
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network. The processes it utilizes to analyze data are tuned for
high efficiency, enabling each console to accommodate up to
15,000 agents divided over several managers.

SERVERS

* Windows® Server 2003/2000 (Professional,
Server, Advanced Server)/XP Professional/NT®4.0

* |IBM®iSeries (0S/400)
® HP-UX®

* Sun®Solaris®

* HP-UX®

* RedHat®Linux®

* Compag®Tru64

* SGIPIRIX

© Sequent®PTX

* Novell®NetWare®

* OpenVMS (AXP)

Symantec and the Symantec logo are U.S. registered trademarks of Symantec Corporation. Al other brands and products are trademarks of their respective holder/s.
© 2003 Symantec Corporation. All rights reserved. Printed in the U.S.A. 10/03 All product information is subject to change.

WEB SERVERS

® For Windows: Internet Information Services
e For Solaris: iPlanet/SunONE

e For Linux: Apache

DATABASES

eOracle7,8,9
* |BM DB2
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WORLD HEADQUARTERS
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1.408.517.8000
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For Product Information
Inthe U.S., call toll-free
800.745.6054

Symantec has worldwide
operations in 36 countries.
For specific country
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please visit our Web site.



